
Senior Level

Job Detail

Position Title Mega Bank [Recruiting Cyber Crime Experts] Would you like to join us in tackling
increasingly complex cyber crimes?

Recruiter Company 株式会社Human Resource Design

Company Name Company name is private

Activated / Updated 2024-04-26 / 2024-04-26

Job Type Finance/Bank/Securities/Investment - Other
Other Job Type - Other Job Type

Industry Banking/Securities

Location
Asia Japan Tokyo

Job Description

■Job details 
・Development and construction of measures to prevent financial crimes and
prevent the spread of damage in cooperation with related organizations including
the police in order to maintain the soundness of the financial system. 
・To protect customers' valuable assets, prevent damage caused by cyber
crimes such as phishing scams. 
- Incident response (takedown of fraudulent websites, etc.), investigation and
analysis of cyber crime techniques, etc. 
・Development and operation of fraud detection system using AI, 
Formulation of company-wide information security-related regulations, etc. 

■Charm of work 
By leading the industry in preventing, deterring, and taking measures against
financial crime, we are highly appreciated by our customers and can feel that we
are contributing to society. 

■Department overview 
<Compliance Department Organized Crime Control Office> 
In our Code of Conduct, MUFG declares that we will comply with all domestic and
international laws and regulations, conduct fair and transparent corporate activities
in good faith, and maintain and enhance the trust and confidence of society. The
department is staffed by approximately 100 people and deals with financial crimes
that abuse the financial services provided by the Bank, such as various types of
fraud such as wire transfer fraud, fraudulent use of stolen passbooks, cash cards,
and internet banking, and takes action against anti-social forces. We are working
with a strong sense of mission and justice to cut off all relationships, including
business relationships. 

Company Info

■Company overview 
[Established] August 1919 
[Business content] Financial business and other incidental operations 
[Capital] 1,711.9 billion yen (non-consolidated) 
[Number of employees] 32,786 (end of March 2023, non-consolidated) 
[Branch etc.] 421 domestic locations, 105 overseas locations 
【Features】 
Mitsubishi UFJ Financial Group (MUFG) 
Surviving global competition as a core company 
Creating ``the world's leading comprehensive financial group'' 
Providing customers with the highest standards of products and services 
It offers.

Working Hours 8:40～17:10

■Application requirements 
[Required] 
・Work experience related to cybercrime 
Or those with related IT skills 
・People with a strong sense of justice and mission 
・Have good communication skills 
Those who value teamwork 

Specifically, those who meet any of the following requirements: 



Qualifications
・Regarding phishing fraud countermeasures and Internet fraud 
Those who are engaged in research, training, or activities 
(White hacker, phishing hunter, etc.) 
・CEH (Certified Ethical Hacker) etc. 
Those with white hacker qualifications 
・Achievements in hacking contests, etc. 
・Those with business-level English skills 
・Person with practical experience in development/operation such as SE (2 years
or more) 
・CISSP, CISA, information processing security support specialist, etc. 
Highly qualified security holder 
・HTML, JavaScript, CSS, Java, PHP, Python, etc. 
Those who have basic language skills

Japanese Level Fluent(JLPT Level 1 or N1)

Chinese Level None

Salary JPY - Japanese Yen JPY 8000K - JPY 13000K

Salary Description

Social Insurance 
Commuting/ Transportation Allowance 
Sport Facilities 
Relaxation Facilities 
In-House Loan System 
Worker's Property Accumulation Savings 
Employee Stock Purchase System 
Dormitory 
Company Housing 
Rent Subsidy 
Education/ Training

Holiday Description

Five-Day Workweek 
Summer Holidays 
Winter Holidays 
Refresh Holidays 
Paid Holidays 
Congratulatory or Condolence Leave 
Child-care Leave 
Sick Leave
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